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1. O0mme nooKeHns

Hacrosuee [Tomoxenue onpeaenser TpeGoBaHus 10 0becneyeHuio OE30TmacHOCTH
aBTOMATH3MpOBaHHOH MudopMarmonHoi cuctemsl (manee - AMC) MKJIOY Ne 2 c.
HUsmaiimxa (manee — Oneparop).

AWC mpencrasisier coboi IT-cucTeMy, NpeaHasHAYCHHYIO IS aBTOMATH3alHH
npoueccos  opmuposanusA, 00paboTKM M aHamM3a WHQOPMALMH [0  OCHOBHEIM
HATIPABICHHAM JeaTebHocTH OnmepaTopa.

OcnoBHbME (QyHKIHOHATbHBIME Bo3MOKHOCTAME AHMC Oneparopa ABAAIOTCS:
o (opMupoBaHMe, XpaHeHHe M OOHOBJCHHE CBCACHMI O CTDYKType y9eOHBIX
noapasaenendii Oneparopa;
®  ()OpMUPOBAHHE, XPAHEHHE U OOHOBIEHME CBE/ICHHH O NPETO/JIABATEBCKOM COCTaBE H
COTpY/IHHKaX y4eOHbIX moapasacieHui Onepatopa;
e  (hopMHpOBAaHME, XpaHECHWE W OOHOBJICHHE CBEACHWH 00 WHMBHAyaTbHbIX ILIAHAX
padOTHI MPENOJABATEIBLCKOTO COCTABA,
e (opMHpOBaHWe, XpaHeHHe H OOHOBICHHE CBeJeHMH 00 yueOnom (yueOHo-
npou3BoACTBEHHOM) mane Ornepatopa;
e (opMmupoBanMe, XpaHemue M OOHOBNeHHE cBeAgHMH 00 yuebmoit marpyske
HIPEIOIABATENLCKOIO COCTARA,;
e (opmuposaHMde, XpaHeuue W OOHOBNEHHE CBEJCHWH O HAay4HOH H y4eOHO-
MCTOIMMECKOM — TPOJKIMM  (METOJMUYECKME  PEKOMEHJALmM, Yy4eOHBIE —TOCOOMS,
MOHOTpaduy, MyOIMKAIHK) NPEI0JaBaATEIbCKOI0 COCTABA,
e  Qopmuposanue, XpancHue W 0OHOBIEHHE CBeJEHHH 00 00y4aloumMXCsa, IPOXOIAIIUX
oOytenue y Oneparopa;
e (opMHpOBaHUE, XpaHCHHE U OOHOBIEHHE CBEJICHHH 0 pesy/IbTaTax y4eOHOro npouecca
(HTOTH TECTHPOBAHHSA, YK3aAMEHOB);
o anamuTHyeckas 00paborka WHQOPMALMM O TPOBENEHHM y4eQHOIO MpPOLECCa KaK 3a
OTUETHBIN NIEPUOJL, TAK U O TEKYIIEH JeATebHOCTH yueOHbIX mospasaenenui Oueparopa.

B kauectse nrpopmarwn, momexaumei samure B AMC Oneparopa, paccMarpuBaroTes:



® [IepCOHAJbHBIC JAaHHBIC NPEMOAABATEIILCKOTO COCTaBA W COTPYIHHKOB YYEOHBIX
MOJpa3ICIICHUN;
® [epCOHANIbHBIC JaHHBIC 00YUYaIONIUXCsl, TPOXOASIINX U MPOIISAIIUX 00yUeHHE;

L4 MCPCOHAIBHBIC JJTAHHBIC aI[MI/IHI/ICTpaTI/IBHO-XOSHﬁCTBCHHBIX noz[pa:;z[eneHHﬁ.

IIpn obecnedyeHnn 0O€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX B  HMH(OpPMAIMOHHON
cucteme Oneparop pyKOBOACTBYETCS CIEAYIOIIMM: BBIOOp CPEACTB 3alUTHl HHPOpMaALUU
JUIS CUCTEMBI 3alllUThl TEPCOHANbHBIX JAHHBIX; ONPEJEICHUE TUIA Yrpo3 0e30MacHOCTU
MEPCOHAIBHBIX JTAHHBIX, AKTYaJbHBIX A MH(GOPMALMOHHOW CUCTEMBI; YCTAHOBIIEHUE U
o0OecriedyeHre YpOBHS 3alIUIIEHHOCTH TIEPCOHAJIBHBIX B HHPOPMAIMOHHOW CHCTEME
npousBoautTcss OnepaTopoM B COOTBETCTBUU € TpeOOBaHUSMHU K 3allUTE MEPCOHATBHBIX
JaHHBIX MpU HX 00paboTKe B WH(MOPMALMOHHBIX CHUCTEMaxX NEPCOHANbHBIX JIAHHBIX,
yTBepKIEHHBIX TocTaHoBIeHUEM [IpaBurensctBa PO ot 1 Hoa0ps 2012 1. N 1119.

OCHOBHBIMH TpyNmHamMH yIpo3, Ha MPOTHBOCTOSHHUE KOTOPHIM HAIPaBJICHBI IICIA U
TpeboBaHUsI OE€30MACHOCTH, SIBJISIFOTCS:

® Vyrpo3bl, CBSI3aHHBIE C  OCYIIECTBJICHHEM  HECAHKIMOHUPOBAHHOTO  JOCTYyIa
(o3HakoMyeHUsA) ¢ uWHGOpPMAIMEH, CoJep)Kallel CBEICHUs] O TEPCOHANBHBIX JaHHBIX
pabOTHUKOB 1 00y4YaIOIIUXCS, TPU €€ 00pabOTKe U XpaHEHUU;

® yrpo3bl, CBSI3aHHBIC C HECAHKI[MOHUPOBAHHBIM  KOIMHMPOBAHUEM  (XHILCHUEM)
uH(pOpPMAIIMK, COJCPXKAIICH CBEJICHUS O IEPCOHAIBHBIX JIAHHBIX pPaOOTHHKOB U
oOy4Jaronuxcs;

® YIpo3bl, CBSI3aHHBIE C OCYIIECTBICHHWEM JOCTyna K WHGOpPMAIMH, COJepIKalei
CBEJICHUS O TIEPCOHAIBHBIX JAHHBIX PAOOTHUKOB U OOydaromIMXcs, 0€3 pa3peiieHus: Ha TO
ee Biajienbia (CyObeKTa MepCOHaIbHBIX JAHHBIX);

® VYIpo3bl, CBSI3aHHBIC C HapyIICHHEM IOpSIKa J0OCTyna K WH(pOpMamuu, colepikaiiei
CBEICHUS O  TEPCOHAIBHBIX JTaHHBIX PAOOTHUKOB M O0OydYaloUmIUXCs, MepeaaBacMoin
3aWHTEPECOBAHHBIM JIUIIAM;

® Vyrpo3bl, CBSI3aHHBIE C TIEpeXBaToM HHGOPMAIMK, COJCpXKAIIECH CBEICHHS O
NIEPCOHATBLHBIX JaHHBIX PAOOTHUKOB M OOYYAIONIUXCs, M3 KaHAJIOB IEpeladyd JaHHBIX C
UCIIOJIH30BAHUEM CIICIIHATN3UPOBAHHBIX MPOTPAMMHO-TEXHHUUYECKUX CPEJICTB;

® VyIpo3bl, CBsA3aHHBIC C ToTepeil (yTparoi) MHpOpMAIHU, COACpIKAIICH CBEIACHUS O
MePCOHANBHBIX JaHHBIX PAOOTHUKOB W OOYYaIOIIUXCS, BCIEACTBHE COOEB (OTKAa30B)
MIPOTPAaMMHOTO U aIlapaTHOTO 00CCIICUCHNUS;

®  YIpo3bl, CBSI3aHHBIC C BHEJPEHUEM KOMITBIOTEPHBIX BUPYCOB M JIPYrOro BPEIOHOCHOTO
MPOrPaMMHOTO 00eCTICUCHUS;

. yTPO3bl, CBSI3aHHBIE C OCYIIECTBICHHEM HECAHKIIMOHUPOBAHHBIX WH(OPMAIIMOHHBIX
BO3JICHCTBUI (HANPaBJICHHBIX Ha «OTKa3 B OOCIYKUBAHHUI» JUIS CEPBUCOB, MOAUDUKAIIIO
KOH(UTYpAIMOHHBIX TTAHHBIX MPOrpaMMHO-ANIaPATHBIX CPEIICTB, no100p
ayTeHTU(UKAIMOHHON MHGOPMAIIUH U T.I1.).

OyHKIMOHATBHBIE TPeOOBaHUs OE30MACHOCTH OXBATHIBAIOT:

e TpeOOBaHHUS K OCYIIECTBICHHUIO ayauTa 6€30MacHOCTH;
e TpeboBaHUs K 00ECTICUEHUIO MONIMHHOCTH CYObEeKTOB 0OMeHa HH(pOpMaIeii;
e TpeOOoBaHUS K KpUNTOrpadhuIeCcKON MOIEPIKKE;
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e TpebOBaHUS K 3alIUTe UHPOPMAINH, COACpPKAIIEH CBEIEHUS O MEPCOHANBHBIX JaHHBIX
pabOTHUKOB U 00YYAIOIIUXCSH;

e TpeboBaHUA K UIECHTU(DUKALMY U ayTeHTHUPUKauuu noyb3osareneit AUC;

e TpeOOBAHMUSA K YIPABICHUIO 0€30IIaCHOCTHIO;

e TpeOOBaHUS K 3aLIUTE CUCTEMBI O€30IIACHOCTH.

2. OcHoBHbIe pyHKIHMOHAJBHBIE BO3MOkHOCTH AUC, cBAI3aHHbIE
¢ odecrieyeHueM 0e30MacCHOCTH (3aIMTON HHopManun)

2.1. 3amuTa JaHHBIX MOJL30BATEIA
AVUC pomkHa  OCyIIECTBIATh (QYHKUMM U MOJIUTHKY  U30MpPaTEIbHOrOo
(IMCKpEMOHHOI0) yIpaBlieHUs J0CcTynoM. M30uparenbHoe ynpaBieHUe JOCTYIIOM J0KHO
MPEeNOCTaBIATh BO3MOKHOCTh OTpPAaHMYMBATh U KOHTPOJIUPOBATH JOCTYH K CHUCTEME M K
uH(pOpMaLINK, COepKalLEel CBEIEHUS O MEPCOHATIBHBIX JaHHbIX.

Kaxnpriit [Tonp3oBarens, neiTatonuiics noay4uth qoctyn k AUC, cHayana nomxeH
MPOXOAUTH TPOLEAYPY HUIASHTUPUKAIMK W ayTeHTHU(UKAIIUU, a 3aTeM, IMPH MOMBITKAX
MOJYy4YEeHUs I0CTYIA K aKTUBAaM, — aBTOPU3ALIMIO, T.€. TPOBEPKY pazpeuieHuil [lonp3oBarens
110 OTHOIIICHUIO K KAaKOMY-JIM0O 3alUII[aeMOMY aKTHBY.

B AUC noctyn xk uHpopMaIiu J0KEH OBITh pa3pelieH TOIbKO YIIOJTHOMOYECHHBIM
Ha 310 [lonb3oBarensm. Moaens 3amutel AC nomxHa BKIIOYaTh KOMIIOHEHTBI, KOTOPbHIE
peaTu3yloT KOHTPOJb CYyOBEKTOB JOCTYyIa, IEHCTBHM, MPEINPUHUMAEMBIX KOHKPETHOM
CYIIHOCTBIO TIO OTHOIIEHHUIO K OOBEKTY JOCTYIIA.

Kaxnpiii 00bexT noctyna, npeacrasieHHblii B AUC, nomkeH ObITh OJHO3HAYHO
accouuupoBaH ¢ HaOopoMm aTpuOyTOB 0€30MacHOCTH, OMNPENENAIONINX Oe30MaCHOCTh
3amuiiaeMoro oobekTa. Jlanublit Habop aTprOyTOB AOHKEH (POPMUPOBATHCS MIPU CO3/IaHUU
00BbEKTa W BIIOCIEACTBUM MOXET MEHSThcs. M3MeHeHuWe WX 3HAYEHHM MOJDKHO OBITh
obecrieueHo ToNbKO [lonmp30BaTensiM, MMEIONIUM CTATyC Biajelblla OObEKTa, a TaK¥kKe
cyOBbeKTaM, KOTOPBIM MPEAOCTABIECHBI COOTBETCTBYIOIINE MTOJTHOMOYHS.

[IpaBa noctyna cyOBeKTOB K OOBEKTY JOJKHBI OMPENEATHCS MOCPEICTBOM CITUCKA
yopaBiaeHus: AoctynoM. CIHCOK yOpaBi€HUS IOCTYNOM [OJDKEH BKIIOYAaTh IIE€PEUYCHb
MOJIb30BaTelNel, KOTOPBIM pa3pelieH JOCTyN K 0OBEKTY, a Takke HabOp MOMYCTUMBIX HaJl
00BEKTOM JIEUCTBUIA.

2.2. AyauT coObITHIi 0€30acHOCTH

AWC nomxna obecrieynBaTh HAO0Op CPEICTB ayAuTa, MpeIHA3HAUYEHHBIX IS
MOHHUTOPUHTA W OOHApPY>KCHUSI HEKENATENbHBIX YCIOBUHM, KOTOPhIE MOTYT BO3HHUKHYTH, a
TaK)Ke COOBITUH, KOTOphIE MOTYT MPOM30HTH B crcTeMe. MOHUTOPUHT OTHOCSIIIUXCA K
0€30MacHOCTH COOBITHI JTOJKEH TMO3BOJIATH OOHAPYKMBATh HApyIIUTENeld Oe30MacHOCTH,
a TAaK)K€ BBISBISATH MOMBITKM HECaHKIUMOHUpoBaHHOTO noctyna Kk AWC wunm noctyma k
3amuiiaeMoi nHopmanuu. B 4acTHOCTH, onpeessisi MOJUTUKY ayInuTa, YIIOTHOMOYESHHBIN
agmunuctpatop AMC [omkeH HMMETh BO3MOXKHOCTH OCYIIECTBISTH aAyAUT TOJBKO
HEOOXOMMBIX THIIOB COOBITHI O€30MAaCHOCTH, TaKUX KaK HEyAauHble TOIBITKA
nojkIroYeHus nonszoBateneit K AMC. 3anuce pe3yabTaToB ayauTa cOOBITUN 0€30MacHOCTH
JIOJKHA OCYIIECTBIIATHCS B KYPHAIBI PETUCTPAIIMK COOBITUM ayauTa, HOCTYI K KOTOPOMY

JOJDKEH OBITH pa3pelieH TOJbKO YIoJHOModeHHOMY anmuHuctparopy AUWC. IIpocmotp
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KYPHQJIOB PErUCTpaldyd COOBITUH ayAuTa JIOJKEH BBIINOJHAETCA C HUCIOJb30BAHUEM
cpeacts AVC (creuuann3upoBaHHBIX HMHCTPYMEHTANbHBIX CpeAcTB). JlaHHbIE cpencTBa
JOJDKHBI IIPEIOCTABIISITH BO3MOKHOCTh MOHUTOPUHIA U PETUCTPALIMM TOJIBKO TE€X COOBITUMN
ayJiuTa, KOTOPBIE YJOBJIETBOPSIOT 3a/1aHHBIM KPUTEPHSIM, YTO MO3BOJIUT OIPAaHUYUTh 00BEM
JAHHBIX, COOMPAEMBIX O COOBITHAX OE30MaCHOCTH.

2.3. UnenTuduxanus U ayrTeHTHPUKANHUSA

ANUC pomxkHa TpeboBaTh, UTOOBI BCE CYOBEKTHl JIOCTYNa YHHUKAJIbHO
UACHTUPUIUPOBATUCH U ayTeHTU(uuupoBanuch npu nocryne k AVC ¢ nomonipio BBoAa
uaeHTuguKaTopa u napois. aenrudukanus u ayreHTUPUKALUs JOIKHBI OCYIECTBIATHCS
JI0 BBITMIOJTHEHUS CYOBEKTOM JOCTyma Kakux-nmubo aeictBuit. AC nomkHa MoAAepKUBaTh
ayrentuduxanuio [lomp3oBaTeneit BMecte ¢ ux aBTopuzaruei. [lpexycmarpuBaercs, 4To
aBropusanus [lonp30Bareneit mpencTapiseT HaYaIbHBIN YPOBEHB JUIS pa3pelieHus JoCcTyna
K JIOKQJIbHBIM U CETEBBIM peCypcam.

AUC pomxHa obecrneunBaTh XpaHEHHE Mapolie B MpeoOpa3zoBaHHOM Qopmare.
ANC pomkxHa mNOpenOCTaBIATh CPEACTBA YCWICHHS O€30MacHOCTH Maposiedl  uepes
WCIIOJIb30BAaHUE MEXAHMU3MOB, MO3BOJIIOIIUX OMNPEACIUTh MUHUMAJIbHYIO JUIMHY, BpeMs
neicTBusi (MUHUMalIbHOE M MaKCUMajbHOE), 3aJaThb TpeOoBaHUE YHHUKAIbHOCTU
(HETIOBTOPSIEMOCTH) U BPEMsI CMEHBI MTapOJIsl.

AVUC pomxHa TpeAoCTaBlATh MEXaHW3M OJOKUPOBAHMUS YYETHOW 3amuCcH
MOJIb30BATeNsl MOCE OMpPE/IEICHHOrO0 KOJIMYECTBA TOMBITOK BBOJA HENPABUILHOTO WMEHU
W/WIM Tapoiid MoJib3oBaTeNsd 10 ee pa3dimokupoBanus agmuHuctparopoMm AWUC unm no
UCTEUYECHUU BPEMEHU JeMCTBUS, 3aJaHHOTO [Tl CUETYHKA OJIOKUPOBKHU.

2.4. 3amuTa cucremMbl 0€30aACHOCTH

AWC nomxHa MNpeNoCTaBIATh Psii BO3MOXKHOCTEH i OOECHEYeHMs 3allUuThl
cuctembl Oe3oracHOCTH. M30Msius mpoieccoB U MOAJEpKaHHUsS JOMEHa Oe30MacHOCTH
JOJDKHBI 00ecrieunBaTh 0e3onacHoe BhIMONHEHHE GyHKIUN cucteMbl 6e3omacHoctu AUC.
B03MOXHOCTb OCYIIECTBIICHUS IEPUOAUYECKOTO TECTUPOBAHUS CPEIbl (PYHKITMOHUPOBAHUS
AUNC (anmapaTHOW 4YacTH) U COOCTBEHHO camuXx (PyHKIui cuctembl Oe3omacHoctn ANC
JOJHKHO oOecrevynBaTh NoJepKaHue yBepeHHOCTH aqmuuuctparopa AVC B nenoctHocTH
¥ KOPPEKTHOCTH (PYHKITMOHUPOBAHUS (HYHKIUN CUCTEMBbI OE30MTaCHOCTH.



3. OcHoBHBbIE PYHKIMOHAIBHbIE BO3MOKHOCTHU MOBBIIIEHUS] HAEKHOCTH

AUNC nomkHa obecniedynBaTh HAACKHYIO 3alIUTY JAHHBIX OT HEMPEIBUACHHBIX COOEB
WM OTKAa30B CHUCTEMBI, OOECleuuBasl CJIEAYIONIME BO3MOXHOCTH II0 TMOBBIIICHUIO
HaJICKHOCTH.

3.1. Pe3epBHOE KONNUPOBaHHE JAHHBIX

B AUC nomxHbI BXOAUTHh CTaHJAPTHBIE CPEACTBA MPEIOTBPAIIEHUS TOTEPU JAHHBIX
U MX BOCCTAHOBJICHHSI B Clydae BO3MOXKHBIX cOoeB. Mmeromuecs cpeiacTBa pe3epBHOTO
KOIMUPOBAHUS JTOJDKHBI MpeaocTaBisaTh [lonp30BaTenssM BO3MOKHOCTh BBIOOpA pa3IMUHBIX
CTpaTeruii pe3epBHOTO KOMUPOBAHUS, 00CCIICUMBAIOIMINX HEOOXOAMMBIN YPOBEHb 3aIUTHI
JAHHBIX B CIy4yae BO3HMKHOBEHHS cOOeB B pabore cucreMsbl, npu 3toMm [lonb3oBarensm
JOJKHA TIPEOCTABISATHCS BO3MOXKHOCTH BBITIOJTHEHHUS PE3EPBHOTO KOMUPOBAHUS JAHHBIX
Ha HEChEMHBIC U ChEMHBIE YCTPONUCTBA XPAHEHUS.

3.2. BoccTraHOBJIEeHHE CHCTEMBI

OyHKIMOHATBLHBIE BO3MOXXHOCTH BOCCTAHOBJICHUSI CHUCTEMBI JIOJDKHBI TO3BOJISITH
Bo3Bpamath AUC B cocrosnue, npemmiectByomiee coow. [Ipu stom B AVC He momxHO
MPOUCXOUTH MOTEPH (JIMOO MOTEPU TOJKHBI OBITh MUHUMAJIbHBI) U UCKAXXEHUS TAHHBIX.

3.3. CpeacrtBa agMUHUCTPUPOBAHMS, YIIPABJICHHUS U MOIJACPKKH

B coctraB AMC pomkHbl OBITH HHTETPUPOBAHBI TpaduUECKUe CpeaACTBa
aMUHUCTPUPOBAHUS W/UJIM YTUIUTHI KOMaHIHON CTPOKH, obecreunBaronye 3GHeKTUBHOE
MOJTHOMACIITaOHOE ¥ THOKOE YIpaBlieHHe (B TOM YKCIIE MOHUTOPHUHT).

4. Cpena 6e3onacunoctu AUC
4.1. Moaean yrpo3, xapakrepusle s AUC

4.1.1. Ocywecmenenue HecaHKYUOHUPOBAHHO2O O3HAKOMIEHUS C NePCOHATbHbIMU
OAHHBIMU PAOOMHUKOB U 00YYAIOUJUXCAL.

HcTounnkm yrpo3bl — BHEUTHUH 3710YMBIIUICHHUK.

Cnoco6 (MeToa) peaju3anMu Yrpo3bl — TiepexBaT HHGPOPMAIMU W3 KaHAJIOB
nepefayd JIaHHBIX C HKCIIOJIb30BaHUEM CHEIHAIM3UPOBAHHBIX MPOrPAMMHO-TEXHHYECKHX
CPEICTB.

Hcnoab3yemble ysI3BUMOCTH — BO3MOXHBIE HEAOCTATKA MEXAaHHU3MOB 3aIlUTHI
uHpopMalMM TP €€ T[epefade MO KaHalaM I[epelaud JaHHBIX, CBSI3aHHBIE C
BO3MOXHOCTHIO HECAHKIMOHMPOBAHHOTO O3HAKOMJICHHS C IepeaaBaeMoil mH(opMaiuen
TPETHUX JIUII.

Bux uHpopManum, MOTEHUHMAJIBHO IOJABEPKEHHOM Yrpo3e — MEPCOHAIbHBIC
JaHHbIE PAOOTHUKOB U 00yYaIOIIUXCS.

Hapymaemoe cBoiicTBO 6€30aCHOCTH — KOH(PHUICHIIUATBHOCTD.

Bo3mo:kHBIe MOC/IeICTBUSI Pean3aliu yrpo3bl — HAHECEHUSI MOPAIBHOTO H/WIIH
MaTepHalbHOTO yiiepba Juily, QUrypupymomeMy B IepeXBaueHHON WHOOpPMAaIIHH.
Hanecenue KOCBEHHOTO MaTepuaIbHOTO yiiepoa o0pa3oBaTeIbHOMY YUPEKICHHIO.

4.1.2. Ocywecmenenue HeCaHKYUOHUPOBAHHO20 O3HAKOMIEHUs C NePCOHANbHbIMU
OAHHBIMU PAOOMHUKOB U 0OVHAIOWUXCSL U UX MOOUPUKAYUsL (6 MOM YUCTie NOOMEHA).

HMcTouHMKH Yrpo3bl — BHEIIHUN 3710YMBIIUICHHUK.

Cnoco6 (meron) peaju3anu Yrpo3bl — TMepexBaT HH(OpPMAIMU U3 KaHAJOB
nepenayn JaHHBIX C HCIOIh30BAHUEM CIEIUAIM3UPOBAHHBIX MPOTPAMMHO-TEXHUYECKUX



cpencTB;, Moaudukamus (B TOM 4YHCIE IIOAMEHA) TepexBaueHHOW wuHpopManuu u
HaBSI3bIBaHUE JIOXKHON MH(OPMALINH.

Hcnonb3yemble yA3BUMOCTH — HEIOCTATKA MEXAHU3MOB 3aILUThl HHPOpPMALUU [IPH
ee ImepeJaye MO0 KaHajJaM [epefadyd JIaHHBIX, CBA3aHHBIE C  BO3MOKHOCTBIO
HECAaHKIIMOHUPOBAHHOIO O3HAKOMJIEHUS M Mojau(pukanuu (B TOM 4YHCIE TOJMEHBI)
nepeaaBaeMon HHPOPMaIIHH.

Bux undopmanuu, nmoTeHUHATbHO NOJABEP:KEHHOH Yrpo3e — IE€pPCOHAJbHBIE
JaHHbIE PAOOTHUKOB U 00yYarOIIUXCS.

Hapymaemsle cBoiicTBa 0€30MaCHOCTH — KOHPUAECHIIUAIBHOCTb, LIEIOCTHOCTb.

Bo3moxkHbIe mocjiecTBUSI peau3allii Yrpo3bl — HAHECEHUS MOPAJIBbHOIO H/WIH
MaTepHalbHOTO yiepOa auily, (UrypuUpyrolleMy B NepexBauyeHHOW HHpOpManuu u3-3a
HECaHKLIMOHUPOBAHHOTO PacCKpBITHS KOH(HIeHIHaTbHOU nHpopManuu W
pacnpoCTpaHEeHUsI PACKPBITHIX JaHHBIX. HaHeceHne KOCBEHHOrO0 MaTepHajbHOro yiepda
00pa30BaTEIbHOMY YUPEKJICHUIO.

4.1.3. Hapywenue oocmynnocmu, ympama uiu UCKANCEHUe NpedoCmasisieMblX
NePCOHANILHBLIX OAHHBIX pPAOOMHUKO8 U 00yuarouuxcs ecieocmeue coboeg (omkazos)
NPOCPAMMHO20 U ANNAPAMHO20 06eCneyeHusl.

HcTounnkm yrpo3sl — IporpaMMHOE U anmapaTHOE oOecreueHue.

Cnoco0d (Meron) peaam3aumu Yrpo3bl — cbOou (OTKaszbl) MOPOTPAMMHOTO U
anmnapaTHOro o0ecrevYeHus.

Hcnonb3dyemble  ySa3BHMOCTH —  HEJOCTaTKM  MEXaHHU3MOB  OOeCHedeHHUs
JOCTYIHOCTU TpedyeMoil uH(pOpMalMM, CBS3aHHBIE C BO3MOXKHOCTBIO OJOKMpPOBAHUS
IpeI0CTaBICHUsS] HUHPOPMAIIUU Ha HEIOIyCTUMOE BpeMsI.

Bux uHpopManuu, NMOTEHUHMAJBHO IOJABEPKEHHOM YIrpo3e — IMEPCOHAIbHBIC
JaHHbIe PAOOTHUKOB U 00yYaeMBbIX.

Hapymaemoe cBoiicTBO 6€301aCHOCTH — JJOCTYITHOCTb, JOCTOBEPHOCTb.

Bo3moxkHbIe mMOCJEeCTBUSI peaju3allid Yrpo3bl — HapYIIEHHE CO CTOPOHBI
00pa30BaTENIbHOTO  YUPEXKICHUS B3ATBIX Ha ce0s o00s3aTenbcTB 1O 00paboTke
NEPCOHANBHBIX JaHHBIX PAOOTHUKOB U OOYYAIOIIUXCS M MOXKET MPUBECTH K MPSIMOMY MU
KOCBEHHOMY MaTepHalIbHOMY yIIepOy 00pa30BaTeIbHOMY YUPEKACHUIO.

4.1.4. Hapywenue coenaco8aHnocmu OaHHbIX 8 NEPCOHANILHBIX OAHHBIX PAOOMHUKOS
u obyuarowuxca ecieocmeue cooes (0MKA308) NPOSPAMMHO20 U  ANNAPAMHO20
obecneyeHus, a makaice ouUbOK NepPcoHanIa 0opPa308amenbHO20 YUPEeHCOCHUSL.

HcTounnkm yrpo3pl — MporpaMMHOE M amnmaparHoe oOecredeHwe, IepcoHal
00pa30BaTENBHOTO YUPEKIACHHUS.

Cnoco6 (Merom) peanu3amum yrposbl — cOou (OTKa3bl) MPOrPAMMHOIO
o0ecrieyeHHst U OIMOKH MepcoHana 00pa3oBaTeIbHOIO YUPEKICHNUS.

Hcnoab3yemble  ySI3BUMOCTM —  HEJOCTaTKM  MEXaHM3MOB  oOecreueHus
cornacoBanHoctd JaHHbIX B bBJ[ AMC, cBs3aHHbIE C BO3MOXXHOCTHIO HapyIICHUS
COIIACOBAHHOCTH.

Bua uHpopManuu, NMOTEHUHAJBHO IOJABEP:KEHHOH Yrpo3e — IEPCOHAIbHBIC
JaHHbIe paOOTHUKOB U 00YYaIOIIMXCSI.

Hapymaemsle cBoiicTBa 0€30IaCHOCTH AKTHBOB — JOCTOBEPHOCTD, LIEJIOCTHOCTb.

Bo3moxxkHBbIe TOCHEACTBMS peajM3alldd  YIpo3bl — pPaccorjlacOBaHuUE B
MEPCOHANBHBIX JAHHBIX PaOOTHHUKOB M 00y4yaembiX, XxpaHumbix B B/l AUC, uyto, B cBOIO
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ouepelib, MPUBEIET K BO3MOKHOMY HAHECEHHUSI MOPAIBHOTO W/WJIM MaTEPHUAILHOTO yIiepoa
00pa3oBaTeIbHOMY YUPEKICHHUIO.

4.1.5. Ocywecmenenue oOocmyna (03HAKOMAEHUS]) C NEPCOHAILHLIMU OAHHLIMU
ooyuarowe2ocs, xpanumvimu u oopabamuieaemvimu ¢ AUC, 6e3 coenacus cydovekma
NEepCOHANbHBIX OAHHBLX UNU OKOHUYAHUSL CPOKA OeUCEUsi MAKO20 CO2NACUSL.

HcTounnkmu yrpo3bl — yIOJHOMOYEHHBIE Ha JOCTYN K TIEPCOHAIBHBIM JaHHBIM
BHYTPCHHHE W BHEIITHUE TI0JIb30BATECIIH.

Cnoco0 (MeToa) peasu3anum Yrpo3bl — OCYLIECTBICHUE JOCTYNA K MEPCOHAIBHBIM
JTaHHBIM OOYYalOIIHUXCS C HCIIOJIB30BAHUEM IITATHBIX CPEICTB, MPEAOCTABISIEMBIX
porpaMMHoO-anmnapatHbiM odecneuennem AVC.

Hcnoab3yemble ySI3BUMOCTH — HEJOCTATKH MEXAHW3MOB 3aIIUTHI TEPCOHATBHBIX
JTAHHBIX O0YYaroIerocs, CBS3aHHBIC C BO3MOYKHOCTHIO JIOCTyIAa K HUM 0€3 MUCbMEHHOTO
coriacusi CyObeKTa MepCOHAIBHBIX JJAHHBIX WM ITOCJIC OKOHYAHHSI CPOKA €0 JACHCTBUS.

Bun unHpopManuu, NMOTEeHUHAJBLHO MOJABEP:KEHHON Yrpo3e — MEPCOHAIbHBIC
JaHHBIE O0YYarOIUXCS.

Hapymaemble cBoiicTBa 6€301aCHOCTH — KOH(UIEHIIUAIBHOCTb.

Bo3MokHBIE TOCHEICTBUS PeaJH3alMM  YIrpo3bl — HECAaHKIIMOHHUPOBAHHOE
O3HAKOMJICHHE C TIEPCOHAJBHBIMH JaHHBIMH BEJACT K HAHCCCHHIO MOPAJIBbHOTO W/WIIN
MaTepuaNbHOTO yimiepba oOydaromemMycsi H3-3a HECAaHKIIMOHMPOBAHHOTO PACKPBHITHS
KOH(puACHIIMATHHON HHGOPMAITUH.

4.1.6. BredpeHnue 6 uHpopmayuoHHyro cucmemy o00pa308amenbHO20 YUPeHCOeHUs
8UPYCO8 U O0pPY2020 8PEOOHOCHO20 NPOSPAMMHO20 ObecneueHusi npu 63aumMoOetcmseuu ¢
BHEWHUMU —CUCmeMAMU, d MAaKxice NoAb308aAMeNIMU ¢ Hocumenel UuH@opmayuu,
UCNONIL3YEeMbIX HA a8MOMAMU3UPOBAHHBIX PAOOUUX MEeCMAXx.

HcTounnkm yrpo3nsl — BHYTPEHHHE I0JI30BATENIM U MEPCOHAN 00pa3oBaTeIbHOTO
YUpEXKJIEHUS, BHEUTHUE CUCTEMBI.

Cnocod (merox) peaaum3anmum Yrpo3bl — BHEIPEHHE BHPYCOB U JIPYroro
BPEJIOHOCHOTO MTPOTPAMMHOTO 00ECTIeUeHHUs MPU B3aUMOJICHCTBUU C BHEITHUMU CUCTEMaMU
(daitnoBbrii 0OMeH, AMEKTPOHHAS MOYTAa M T.M.), a TaKKe MPHU HCIOJIB30BAHUU CHEMHBIX
HocuTenel nHpopMaluy Ha aBTOMAaTU3UPOBAHHBIX pPab0vHUX MECTax.

HUcnonb3dyemble  yI3BUMOCTM  —  HEJOCTaTKM  MEXaHU3MOB  3al[UTHI
MH(OPMAIIMOHHON CHUCTEMBI 00pa30BaTEIBHOTO YUYPEKIEHUS OT BHEAPEHUS BUPYCOB H
JIPYTOro BPEIOHOCHOTO TPOTPAMMHOTO OOECTeUeHHUs, CBS3aHHBIE C BO3MOXKHOCTBIO
BHEJIPEHHSI BUPYCOB U JIPYTOT0 BPEIOHOCHOTO MPOTPAMMHOTO 00ECIICUECHHUS.

Bux uHdopManum, NOTEHUHAJTbHO IOJABEPKEHHOM Yrpo3e — IIPOrpaMMHOE
obecrnieueHre HHPOPMAIIMOHHON CUCTEMBI 00Pa30BaTEIBLHOTO YUPEKIACHHUS.

Hapymaemoe cBOHCTBO 0€30aCHOCTH AKTUBOB — LIETIOCTHOCTb.

Bo3moxxkHBbIe TOCJAEICTBUS Ppeaju3aluy  Yrpo3bl — HapylieHUE PEKHUMOB
GYHKIIMOHUPOBAHUS UH(POPMAITMOHHONW CHCTEMBI 00Pa30BATEIILHOTO YUPEKIACHHUSI, TTOTEPs
(yTpara) u uckakeHne HHPOpPMaIlMU, CHUKEHUE YPOBHS 3aIIUIEHHOCTH HHPOPMAITMOHHON
CUCTEMBI 00pa30BaTEIHHOTO YUpexkAeHHs. Beer Kk BO3MOKHOMY MaTepUaIbHOMY YIIEepOy
00pa30BaTEIbHOMY YUPEKICHUIO.

4.1.7. Ocywecmenenue HeCAHKYUOHUPOBAHHBIX UHDOPMAYUOHHBIX B030eUCmEULL
(mooughuxayusi KOHPUESYPAYUOHHBIX OAHHBIX NPOSPAMMHO-ANNAPAMHBIX CPEeOCm8, no0Oop



aymenmu@puUKayuoHHot  uHgopmayuu U m.n.) HA  UHOOPMAYUOHHYIO — CUCTNEMY
00pa3068amMeNbHO20 YUPEHCOCHUS, OCYUWECMEIIAEMbIX U3 BHEUIHUX CUCTNEM.

HcTounnkm yrpo3bl — BHELIIHUE 3710YMBIILIEHHUKY, BHEIITHUE CUCTEMBI.

Crnoco0 (MeToa) peanu3anuy yrpo3bl — HECAHKIIMOHUPOBAHHbIE HHPOPMALITMOHHbBIE
BO3JICHCTBUS C HCIIOJIb30BAHUEM CHEHUAIU3UPOBAHHOTO IPOrPaMMHO-AIapaTHOrO
o0ecrnieyeHus.

HUcnonb3dyemble  yA3BMMOCTHM  —  HEJOCTaTKM  MEXaHU3MOB  3allUThI
MH(OPMALIMOHHOM CHCTEMBbl 00pPa30BATENBHOTO YUYPEXKIEHUS OT HECAaHKIIMOHUPOBAHHBIX
BHEITHUX BO3JACHCTBHH.

Bunx undopmanuu, NOTEHUMAJBLHO MOJABEP:KEHHOW Yyrpose — MpPOrpaMMHO-
anmnapatHoe o0ecrieueHre nHHOPMAIIMOHHON cUCTEMbl 00Pa30BaTENbHOIO YUPEKICHHUS.

Hapymaemble cBoiicTBa 0€30IaCHOCTH AKTHBOB — KOH(UIEHIIUATHLHOCTb,
LEI0CTHOCTb.

Bo3moxxkHbIe TmOCAEACTBUS Ppeaju3alMy  Yrpo3bl — HapylleHUE pPEKHUMOB
(GyHKUMOHUPOBAaHUSA  MHGOPMALMOHHOW  CHUCTEMbl  00pa30BATENBHOTO  YUPEKACHHUS,
CHI)KCHHE YPOBHS 3alllMIIEHHOCTH HH(OPMAIMOHHON CHUCTEMBI 00pa30BaTEIbHOIO
yupexJeHus. Bemer K BO3MOXHOMY MaTepHallbHOMY yiiepO0y o00pa3oBaTelbHOMY
YUPEXKJIEHUIO.

4.2. lloamuTuka u neau 0esonacuocru Aass AUC

AVC gpomxHa o00CCHEUUTh CIICIOBAaHWUE TPUBEJICHHBIM  HWKE IpaBHIIaAM
0€30I1aCHOCTH:

1. JlomkHa OBITH OOecrieueHa perucTpanus U ydeT MOJMydeHHs (BKIouas yKazaHue
Cpoka JeicTBusl) corjlacusi  oOydwaromierocs Ha oOpaOOTKy IpeloCTaBICHHBIX KM B
o0pa3oBaTeIbHOE YUPEXKIEHUE CBOMX MMEPCOHATBHBIX JAHHbIX.

2. JlomkHa ObITH OOecrieueHa BO3MOXKHOCTh HAJEKHOTO XpaHEHHs! IMEPCOHAJIbHBIX
JaHHBIX paOOTHUKOB M OOyyaromuxcs (B T€UeHUE JCHCTBUS CPOKa TPYJIOBOTO JIOTOBOpPA U
paspelieHust Ha 00pabOTKy MEePCOHATBHBIX JAHHBIX COOTBETCTBEHHO).

3. I[OJ'DKHa OBITH 00O€ecIieueHa BO3MOKHOCTE Oe3omacHoro Boccranoniienus AMC nocie
c0OEB U OTKAa30B IMporpaMMHOI O oOecIeYeHHS U 060py,HOBaHI/I5I.

4. JlomkHa OBITH oOecriedeHa 3amuTa WHGOpPMAIMH, COCTABISIONICH MEepCOHAIbHBIC
JTaHHbIC PAaOOTHUKOB M OOydYarommuxcs, Npu ee o0pabdoTKe, XpaHEHHH H Iepeaade
CIEIUATTM3UPOBAHHBIMY CPEJICTBAMU 3aIUTHI.

5. JlomkHO  OBITH  O0ECIEYEHO  HAIWYKME  HAIC)KAIIMUX,  3allUIICHHBIX  OT
HECAaHKIIMOHUPOBAHHOTO HCIIOJIb30BAHUSI, MEXaHU3MOB PETHCTPAIMH M TPEIyHPE:KICHUS
agmuaucTpaTopa AVC o Mro0BIX COOBITHSAX, OTHOCSIIHXCS K Oe3onmacHocTu AVC.

6. JlolokHO ~ OBITH  OOecCIieYeHO  HaJMuhe  HaUIeKaIuX | KOPPEKTHO
(GYHKIMOHUPYIONIUX CPEJICTB  aJIMUHUCTPUPOBAHUS OE30MAaCHOCTH HH(OPMAIMOHHON
CHUCTEMBI 00pa30BaTENLHOTO YYPEKACHHS, JOCTYMHBIX TOJBKO YIMOJTHOMOYEHHBIM
aJIMUHHCTPATOPaM.

7. JIoIKHBI OBITH TPEAOCTABIEHBI MEXaHM3MBbl ayTeHTHU(UKALWU, 00ECIeUUBAIOIINE
aJIeKBaTHYIO 3allUTy OT TPSMOTO WJIM YMBIIUIGHHOTO HapylIeHHs 0e30MacHOCTH
HapyLINTEIAMHU C HU3KUM ITOTEHIIMAJIOM HalaJcHUs.



8. JlomkHBI OBITh 00ECIIEYeHBI MEXAaHU3MbI TeHEPAINH, HA/JICKAIIETO U 3aIIUIEHHOTO
pacripeiefieHusl, YHMUYTOXKEHHUS KIIOUeBOM uHGOpMaAnMM, a TakkKe MEXaHHU3MBbI
mudpoBanus, 1 GOPMHUPOBAHUS ANEKTPOHHOU HUGPPOBON monanucu. JlaHHbIE MEXaHU3MBI
JOJKHBI (PYHKIIMOHUPOBATH B COOTBETCTBUU C CEPTUHUIIMPOBAHHBIMU AJITOPUTMAMH.

4.3. IloauTHKA ¥ 1eJM 0e30MacHOCTH A5 cpeabl yHknuonnposanuss AUC

Cpena ¢ynxuuonupoBanus AUC nomkHa o0ecHedHTh CIEOBAHWE MPHUBEICHHBIM HIDKE
npaBuiaM 0€30MaCHOCTH:

1. JlomkHa ObITH oOecredeHa HWH)KEHEPHO-TEXHUYECKasi YKPEIIEHHOCTh OOBEKTOB
pa3MelieHusl CUCTeMbl 00pabOTKH, XpaHEHHMs M Iepedadyd UHOOpMalMH, coAeprialiei
CBEJICHUS O EPCOHAIBHBIX JaHHbBIX.

2. OOBbeKTHl pa3MelleHHs] CUCTeMbl 00pabOTKU, XpaHEeHUs: U Iepenayd MHQpopMalu,
coJiepKalieil CBeICHHsI O MEePCOHATBHBIX JaHHBIX, MOJDKHBI OBITH 000PY/IOBAHBI CUCTEMOM
OXpPaHHOM CUTHAJIW3AINH.

3. JlomkHa OBITh HMCKJIIOYEHA BO3MOYKHOCTh HECAHKIIMOHMPOBAHHOTO (DU3MUYECKOTO
J0CTyna K MpOrpaMMHO-aNMNapaTHbIM »3JeMEHTaM CUCTEeMbl 0O0pabOTKH, XpaHEeHHs U
nepenayn MHGOpMAIMK, COJEpKallell CBEIEHHS O MEePCOHAIbHBIX JAHHBIX, CO CTOPOHBI
MOCTOPOHHHUX JIUIL.

4, Ha o0Obekrax cucrembl o0O0pabOTKHM, XpaHEHUS U TIepeAayud uHOOpMalNH,
coJiepKaiieil CBeleHUs] O TMEePCOHANBHBIX JaHHBIX, JTOJKHO OBITh 00ECTICUeHO HAIWYHE U
Ha/JieXkalllee MCIOJIb30BaAHUE CPEJICTB AHTUBUPYCHOM 3allMThI, CEPTUGUIMPOBAHHBIX IO
TpeboBaHUsIM Oe30macHOCTH. JIODKHO OBITH 00€CTIEYeHO PpEryJsipHOe OOHOBJICHHE
aHTUBUPYCHBIX 0as3.

5. OOBEKTHI CUCTEMBI 00pPabOTKH, XpaHEHUS W Tepeaadyr WHPOPMAIMH, COJep Kaleit
CBEICHUS O TIEPCOHANBHBIX JaHHBIX, JODKHO OBITh TOAKIIOYEHBl K BHEIIHUM
BBIYUCIIUTEIBHBIM CETSIM OOIIETo TMOJB30BAaHUS C HMCIIOJIb30BAHUEM HAIJICKAIUX CPEICTB
MEKCETEBOTO SKPAaHUPOBAHHUS, CEPTUDUIIMPOBAHHBIX 11O TPEOOBAHUSAM OE30TIACHOCTH.

6. Ha oObekrax cuctemMbl 00paOOTKHM, XpaHeHHs W Tepenadyd HHQPOPMAIHH,
coJiepKaiieil CBEJCHUS O MEePCOHANBHBIX JaHHBIX, JOJDKHO OBITH 00ECTIEUYeHO OTCYTCTBHUE
HEIITAaTHBIX ~ MPOTPAMMHBIX  CPEJICTB, HE UMCIOIMIUX OTHOIICHHE K TIpOIecCy
(GYHKIIMOHUPOBAHUS 00pa30BATEIILHOTO YUPESHKICHHS.

7. JomxHubl OBITH O0€cleueHbl yCTaHOBKA, KOH(QUTYPUPOBAHWE U yIpPaBIICHUE
nmporpaMMHoO-anmnapatHeiMu - cpeactBaMu AVC B COOTBETCTBHUH C PYKOBOACTBAMH U
COTJIACHO OIICHEHHBIM KOH(PUTYpAIHIM.

8. [Tepconan, oTBeTcTBeHHBI 3a amMuHuctpupoBanue AWC, momkeH OBITH
OnmaroHaJie)kKHbIM W KOMIIETEHTHBIM, M PYKOBOJICTBOBAaTHCSI B CBOEH JIEATEIHHOCTU
COOTBETCTBYIOILEH JOKYMEHTALUEH.

0. YnonnomoueHHsie Ha paboty ¢ AUC omepatopsl TOMKHBI OBITH OJIarOHA/ICKHBIMH,
PYKOBOJICTBOBAaThCS B CBOEH paboTe SKCIuTyaTaloHHON aokymeHTaruedr Ha ANC, a ux
COBMECTHBIC JICUCTBUS JOJHKHBI OBITh HANIPABIICHBI UCKIIFOUUTEIHHO HA BBHITTOJIHEHNE CBOHMX
(YHKIIMOHAIBHBIX 00513aHHOCTEH.



